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1 Purpose and Scope 

The University of Plymouth needs to process personal information to carry out its functions as a Higher 

Education Institution. This policy outlines how the University complies with the core principles of UK 

General Data Protection Regulation (UK GDPR) and Data Protection Act 2018 (DPA 2018) in relation to 

ǘƘŜ ¦ƴƛǾŜǊǎƛǘȅΩǎ ōǳǎƛƴŜǎǎΦ  

Its purpose is to ensure that the University meets its legal, and regulatory requirements under the 

data protection laws so that all personal and special category information is processed compliantly 

ŀƴŘ ƛƴ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ ōŜǎǘ ƛƴǘŜǊŜǎǘΦ  

¢Ƙƛǎ ǇƻƭƛŎȅ ǎƘƻǳƭŘ ōŜ ǊŜŀŘ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ ǘƘŜ ¦ƴƛǾŜǊǎƛǘȅΩǎ Information Security Policies  which set 

/students-and-family/governance/information-governance/information-security
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¶ Processing relates to personal data which are manifestly made public by the data s

/students-and-family/governance/information-governance/privacy-notices
/students-and-family/governance/information-governance/privacy-notices
/students-and-family/governance/information-governance/records-management
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the personal data in all instances. 

The Data Retention and Erasure Policy  details retention, storage, periods and destruction processes. 

Personal data should be disposed of confidentially in acŎƻǊŘŀƴŎŜ ǿƛǘƘ ǘƘŜ ¦ƴƛǾŜǊǎƛǘȅΩǎ Waste Disposal 

Policy  

f) processed in a manner that ensures appropriate security of the personal data,  

The University is required to use appropriate technical and organisational measures to protect  

/students-and-family/governance/information-governance/policies
https://liveplymouthac.sharepoint.com/:w:/r/sites/u77/_layouts/15/Doc.aspx?sourcedoc=%7B54356A4B-2876-43C0-8E5E-1C7F595A7D4B%7D&file=BE-COP-007_Waste_Disposal.docx&action=default&mobileredirect=true&DefaultItemOpen=1
https://liveplymouthac.sharepoint.com/:w:/r/sites/u77/_layouts/15/Doc.aspx?sourcedoc=%7B54356A4B-2876-43C0-8E5E-1C7F595A7D4B%7D&file=BE-COP-007_Waste_Disposal.docx&action=default&mobileredirect=true&DefaultItemOpen=1
/students-and-family/governance/information-governance/information-security
/rails/active_storage/blobs/proxy/eyJfcmFpbHMiOnsibWVzc2FnZSI6IkJBaHBBeC9jRHc9PSIsImV4cCI6bnVsbCwicHVyIjoiYmxvYl9pZCJ9fQ==--192d56665ad5b7988cc839649f9de879dcd2058e/Information_Roles_and_Responsibilities.pdf
mailto:dpo@plymouth.ac.uk
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/students-and-family/governance/information-governance/policies
/about-us/university-structure/service-areas/procurement/terms-and-conditions
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compliance of third party providers with data protection obligations.  

4.9 Security & Breach Management 

¢ƘŜ ¦ƴƛǾŜǊǎƛǘȅΩǎ Information Security Policies provide appropriate technical and organisational 

measures and controls that it takes to protect personal information and to ensure its security from 

collection to disposal. It makes every effort to protect personal data against unauthorised or unlawful 

processing and against accidental loss destruction or damage. 

However, whilst every effort and measure are taken to reduce the risk of data breaches, should an 

incident occur the University of Plymouth will handle data breaches in accordance with its Data Breach 

Policy. Information on identifying a data breach and how to report it is available here. 

5 Information Rights 

Under the UK GDPR an individual has a number of rights in relation to the gathering, processing and 

storage of their personal data. These are as follows: 

¶ Right to be informed 

¶ Right of Access  

¶ Right to Rectification  

¶ Right to Erasure  

¶ Right to Restrict Processing 

¶ Right to Data Portability 

¶ Right to Object 

The rights are not absolute and may not apply in all circumstances.  

Further information about these rights and on how an individual can exercise them is available here. 

6 Help with this Policy  

Guidance and clarification about the interpretation or any other aspect of this policy is available from 

dpo@plymouth.ac.uk  

 

 

/students-and-family/governance/information-governance/information-security
/rails/active_storage/blobs/proxy/eyJfcmFpbHMiOnsibWVzc2FnZSI6IkJBaHBBeHZjRHc9PSIsImV4cCI6bnVsbCwicHVyIjoiYmxvYl9pZCJ9fQ==--a8e6afb8d14122eb2d31c744530a9ad0428ed322/Data_Breach_Policy.pdf
/rails/active_storage/blobs/proxy/eyJfcmFpbHMiOnsibWVzc2FnZSI6IkJBaHBBeHZjRHc9PSIsImV4cCI6bnVsbCwicHVyIjoiYmxvYl9pZCJ9fQ==--a8e6afb8d14122eb2d31c744530a9ad0428ed322/Data_Breach_Policy.pdf
/students-and-family/governance/information-governance/personal-data-breach-process
/students-and-family/governance/information-governance/your-information-rights
mailto:dpo@plymouth.ac.uk
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Document Governance 

TITLE Data Protection Policy 

DOCUMENT REF NUMBER UOP/AR/Version 3.0 

DOCUMENT PURPOSE AND DESCRIPTION Policy document outlines how the University of Plymouth complies with the core principles of 

GDPR in 

mailto:dpo@plymouth.ac.uk

